ABSTRACT

Information Technology Department — Formation of a High Level Security
Governance Committee and a Technical Committee for Security Governance —
Orders - Issued.

Information Technology (B4) Department

G.0.(D).No.25 Dated:02.11.2016
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Read:

—

. G.O (Ms).No.348, Public (SC) Department, dated 13.04.2009.
2. From Revenue Department, letter No.12773/NCI(2)/ 2009-4,
dated 28.05.2009.

3. Minutes of the Meeting held on 1.6.2016.
4. From the MD ELCOT letter No.ELCOT/QA/IT CCMP, dated
18.07.2016.
ORDER:

In the Government order 1% read above, orders have been issued
directing the Revenue Department to look after the Crisis Management Plans
(CMPs) / Standard Operating Procedures (SOPs) responding to:

Aftermath of a nuclear attack

Terrorist attacks using radioactive materials
Terrorist attacks using Chemical Weapons
Terrorist attacks using Biological Agents
Countering Cyber Terrorism
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2. In the letter 2™ read above, it has been stated that the Revenue
department would be assisted by the Principal Secretary to Government,
Information Technology Department in the finalization of CMP/SOP for countering
Cyber Terrorism.

3. In the meeting held on 1.6.2016 to discuss the issues relating to Cyber
Security, ELCOT was directed to send necessary proposals for the formation of a
State Level Security Governance Committee. Accordingly, in the letter 4" read
above the Managing Director, ELCOT has sent a proposal for the formation of a
Security Governance Committee (SGC). He has further informed that SGC will
assist in forming the Computer Emergency Response Team for Tamil Nadu
(CERT-TN) and give necessary guidance to CERT-TN as and when required.



4. The Government after careful examination decided to accept the above
proposal and hereby constitute two Committees namely a High Level Security

Governance Committee (SGC) and a Technical

Governance with the following composition:-

High Level Security Governance Committee

Committee for

Security

i Principal Secretary to Government, Chairman
Information Technology Department
ii. Additional Director General of Police Member
(Technical Services)
iii. Managing Director, Electronics Corporation of | Member
Tamil Nadu Limited (ELCOT) Convener
iv. Director of e-Governance/ Chief Executive Member
Officer, Directorate of
e-Governance/ Tamil Nadu
e-Governance Agency
V. State Informatics Officer, National Informatics | Member
Centre (NIC)
vi. Executive Director, Society for Electronic Member
Transactions and Security (SETS)
vii. Director, Centre for Development of Member
Advanced Computing (CDAC)
viii. Director, Standardisation, Testing and Quality | Member
Certification (STQC) Directorate
Technical Committee for Security Governance
i. Joint Director (Technical)/ Senior Chairman
Consultant, Directorate of e-Governance/
Tamil Nadu e-Governance Agency
ii. Senior Technical Director, Tamil Nadu Member
State Data Centre (TNSDC) Composite Convener
Team
iii. Senior Technical Director, National Member
Informatics Centre (NIC)
iv. Superintendent of Police/ Deputy Member
Commissioner, Cyber Crime Cell, Police
Department
V. General Manager (IT Infrastructure), Member
ELCOT
vi. Scientist, Society for Electronic Member
Transactions and Security (SETS)
Vii. Senior Engineer, Centre for Development | Member
of Advanced Computing (CDAC)
viii. Scientist, Standardisation, Testing and Member

Quality Certification (STQC) Directorate




The Technical Committee for Security Governance will assist in forming the
Computer Emergency Response Team for Tamil Nadu (CERT-TN) and give
necessary guidance to CERT-TN as and when required.

5. This order issues with the concurrence of Home, Prohibition and
Excise Department.

(By order of the Governor)

T.K.RAMACHANDRAN,
Principal Secretary to Government.

To

The Managing Director,

Electronics Corporation of Tamil Nadu Limited (ELCOT),
692, Anna Salai, Nandanam, Chennai-600 035.

The Additional Director General of Police (Technical Services),
Ol/o Inspector General of Police, DGP Office Complex,
Kamarajar Salai, Chennai - 600 004.

The Director of e-Governance/ Chief Executive Officer,
Directorate of e-Governance/ Tamil Nadu e-Governance Agency,
No.9, Kavingar Bharathidasan Road, Alwarpet, Chennai - 600 018.

The State Informatics Officer,
National Informatics Centre, Tamil Nadu State Centre,
E Wing, First Floor, Rajaji Bhavan, Besant Nagar, Chennai - 600 090.

The Executive Director,
Society for Electronic Transactions and Security [SETS],
MGR Knowledge City, IT Campus, Taramani Chennai — 600113.

The Director,

Centre for Development of Advanced Computing (CDAC),
TIDEL Park, 8" Floor, D Block (North & South),

No.4, Rajiv Gandhi Salai, Taramani, Chennai -600113.

The Director,
Standardisation, Testing and Quality Certification (STQC) Directorate,
VS| Estate, Near Lattice Bridge, Thiruvanmiyur Chennai- 600 041.

The Senior Technical Director,
Tamil Nadu State Data Centre (TNSDC) Composite Team,
ELCOT, Chennai-600 096.

The Senior Technical Director,
National Informatics Centre, Tamil Nadu State Centre,
E Wing, First Floor, Rajaji Bhavan, Besant Nagar, Chennai - 600 090.



The Superintendent of Police/ Deputy Commissioner,
Cyber Crime Cell, O/o Inspector General of Police,
DGP Office Complex, Kamarajar Salai, Chennai - 600 004.

The Joint Director (Technical)/ Senior Consultant,
Directorate of e-Governance/ Tamil Nadu e-Governance Agency,
No.9, Kavingar Bharathidasan Road, Alwarpet, Chennai - 600 018.

The General Manager (IT Infrastructure),
ELCOT, Perungudi, Chennai-600 096.

The Scientist, Society for Electronic Transactions and Security [SETS],
MGR Knowledge City, IT Campus, Taramani Chennai — 600113.

The Senior Engineer, Centre for Development of Advanced Computing
(CDAC), TIDEL Park, 8" Floor, D Block (North & South), No.4, Rajiv Gandhi
Salai, Taramani, Chennai- 600113.

The Scientist, Standardisation, Testing and Quality Certification (STQC)
Directorate, VSI Estate, Near Lattice Bridge,
Thiruvanmiyur Chennai -600 041.

Copy To:
The Principal Secretary to Government ,
Home Department, Secretariat, Chennai-600 009.

The Senior PA to Hon'ble Minister for Information Technology,
Secretariat, Chennai-600 009.

The Senior Principal Private Secretary to Principal Secretary to Government ,
Information Technology Department, Chennai-600 009.

The Content Creator (CMS), Information Technology Department,
Secretariat, Chennai-9
( with a request to host the G.O in the Government website)
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