ABSTRACT
Information Technology Department — ELCOT -  Implementation of the Cyber
Security Architecture for Tamil. Nadu (CSA-TN) at an estimated cost of Rs.21.39
Crore- Administrative Approval —~Accorded - Orders - Issued.

INFORMATION TECHNOLOGY (B4) DEPARTMENT

G.0O.(D) No. 24 Dated:01.11.2018
aflsmel, sliudl-15,
S\meusTEmeurt oy suor(H—2049.
Read:

1. From the CMD, ELCOT Letter No. ELCOT/IT-Infra/TNSDC/CSA-

TN/2017-18 dated 11.12.2017
2. From the Managing Director, ELCOT Letter No.ELCOT/IT- Infra /TNSDC/

CSA- TN/ 2017-18 dated 13.8.2018

ORDER:

The Ministry of Electronics and Information Technology (MeitY),
Government of India has released a Cyber Crisis Management Plan (CCMP) for
Countering Cyber Attacks and Cyber Terrorism. The CCMP outlines a framework for

~ dealing with cyber related incidents for a co-ordinated, multi-disciplinary and broad-

based approach for rapid identification, information, exchange, swift response and
remedial actions to mitigate and recover from malicious cyber related incidents
impacting critical national processes.

2. Centre for Development of Advanced Computing (CDAC), is a premier
organization under the Ministry of Electronics and Information Technology (MeitY) for
carrying out Research and Development (R&D) in IT, Electronics and associated
areas. In the recent years, increased Internet penetration has given exponential rise in
sophisticated attacks on Information Technology (IT) infrastructure. Attackers are
gaining access to sensitive information. In this scenario, CDAC is focusing on the
Security Domain on adaptive Intrusion Detection using advanced concepts in Artificial
Intelligence and Data Mining to enable the Intrusion Detection Systems to learn new
attack patterns by continuously analyzing the network traffic and deducing the
behavior.

3. In the letter 1% read above, the Managing Director, ELCOT has requestéd
for

(i) Administrative approval to implement the Cyber Security Architecture for
Tamil Nadu (CSA-TN) at an estimated cost of Rs.21.39 Crores with 3 year
Operations and Management for 50 Government Departments and

(ii) Approval for the Detailed Project Report (DPR) for implementation of Cyber

Security Architecture for Tamil Nadu (CSA-TN).
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4. The Hon'ble Chief Minister has also announced on the floor of the State
Legislative Assembly, under Rule 110 of the Tamil Nadu Legislative Assembly
Rules, on 1.6.2018 that Cyber Security Architecture for Tamil Nadu (CSA-TN) will
be implemented through ELCOT at a cost of Rs.21.39 crore.

5. In the letter 2" read above, the Managing Director, ELCOT,has proposed
the following :- :

i.  The procurement activities and the Security Domain Specialized Services
are to be bifurcated ’

ii. Procurement of products will be taken up by the ELCOT Procurement
Wing. CDAC will provide necessary specification, certification for the
products and evaluation of the products on security aspects

iii.  All the Procurement and Security Domain Specialized Services other than
the product procurement are to be executed by CDAC, by way of signing
MoU with ELCOT

6. The Government after careful examination of the above, hereby

(a) Grant administrative approval to ELCOT for implementing the Cyber Security
Architecture for Tamil Nadu (CSA-TN) at an estimated cost of Rs.21.39 Crores
with three years Operations and Management for 50 Government Departments.

(b) Exempt ELCOT under Section 16 (bb) of the TNTIT Act for availing specialized
services worth of Rs.9.49 Crore like (i) necessary specification, certification for
the products (ii) evaluation of the products on security aspects and (iii) all
security domain specialized services, other than the product procurement, from
CDAC, by entering into a Memorandum of Understanding (MoU), taking into
account the special expertise of CDAC in the area of Security Domain

(c) Permit ELCOT to carry out the hardware procurement activities worth of
Rs.11.89 Crore relating to implementation of the Cyber Security Architecture for
Tamil Nadu (CSA-TN) through open tender.

7. This order issues with the concurrence of the Finance Department vide its
U.O. No.55865/Fin(Ind)/2018, Dated 30.10.2018 _

(By Order of the Governor)

SANTHOSH BABU
Secretary to Government

To

The Managing Director,

Electronics Corporation of Tamil Nadu Limited (ELCOT),

692, Anna Salai, Nandanam, Chennai-600 035

The Section Officer, Information Technology (Bills) Department,
Secretariat, Chennai-600 009.
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The Accountant General (Audit), 361, Anna Salai, Chennai-600 018.

The Principal Accountant General, (Accounts & Entitlements), 361, Anna Salai,
Chennai-600 018. :

The Accountant General, Secretariat, Chennai-600 009.

The Pay and Accounts Officer, Secretariat, Chennai-600 009. (2 copies)

The Resident Audit Officer, Secretariat, Chennai-600 009

Copy to:

The Office of the Hon’ble Chief Minister, Secretariat, Chennai-600 009.

The Office of the Hon'ble Deputy Chief Minister, Secretariat, Chennai-600 009.

The Senior Personal Assistant to Minister for Information Technology,

Secretariat, Chennai-600 009.

The Senior Private Secretary to Secretary to Government, Information Technology
Department, Secretariat, Chennai-600 009. '

The Special Programme Implementation Department, Secretariat, Chennai-600 009.
The Finance (Ind/ BG-Il) Department, Secretariat, Chennai-600 009.

The Finance (EAP) Department, Secretariat, Chennai-600 009.

The Information Technology (OP) Department, Secretariat, Chennai-600 009.

The Content Cﬁétor (CMS) / Moderator (CMS) / Nodal Officer (CMS),

Information Technology Department, Secretariat, Chennai-9.

(with a request to host the Government Order in the Government website)

Sf/Sc
/I Forwarded / By Order // N
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